Discover 1 Chapter 8 Part II

8.3.1 Common Security Measures

1. What does true network security come from?

2. What is a security policy?

3. What are the things to include in a security policy?

4. What are identification and authentication?

5. What re remote access policies?
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6. What are the responsibilities of a security policy and security procedures?

7. What are some of the security tools and applications used in securing a network?

8.3.2 Updates and patches

8. What is a patch and what is an update?

9. Why is it important to keep software applications up-to-date with the latest security patches and updates?

10. What are service packs?

8.3.3 Anti-virus Software

11. What is any device that is connected  a network susceptible to?

12. What are some of the signs that a virus, worm or Trojan house may be present?
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13. What is the purpose of having an anti-virus?

14. What is anti-virus software installed in your computer?

15. What are some of the features that can be included in Anti-virus programs?

16. Why should network administrators report new instance of threats to the local governmental agency that handle security problems?

8.3.4 Anti-Spam

17. What harm do spammers do?

18. How does anti-spam software protect hosts?

8.3.4 Anti-Spam

19. Name three other preventative actions you can take to prevent the spread of spam.

20. Why does a virus warning cause problems?

8.3.5 Anti-spyware

21. What kind of problems do spyware and adware cause?

22. What functions do anti-sypware have?

23. What is the function of pop-up blockers?
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24. Do the activity.

8.4.1 What is a Firewall?

25. What is a firewall and how does it protect the internal network users from external threats?

26. What are the techniques do Firewall products use for determining what is permitted or denied access to a network?

27. Additions to supporting one or more of these filtering capabilities, what else does firewall often perform?
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28. How is an integrated firewall implemented?

29. Why is personal firewall not designed for LAN implementations?

8.4.2 Using a Firewall

30. Where should a firewall be placed and why should it be placed there?

31. What does the term demilitarized zone mean in computer networking?

32. Where are web servers for public access frequently placed?
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33. What is the external firewall’s role in a two firewall configuration?

34. What is the internal firewall’s role in a two firewall configuration?

35. Where is a single firewall configuration used and where is the two-firewall configuration is more appropriate for?
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36. What do many home network devices include and what does the firewall softeare typically provide?

